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O HaripaB/IeHHHM MPaKTHUYECKHX
peKoMeHAAaIMi

YBaXaemble PyKOBOAUTE/IH!

B 2024 rogy Ha TeppuTOpHH CBepasoBCKOH 06/1acTu 3a(HKCHpPOBaH poOCT
COBEPIIEHNS IMPeCTYM/IeHHH, CBA3aHHBIX C 3aBEJOMO JIOMKHBIM coobLeHreM 06 akTax
TeppopH3Ma. 3a4acTylo yKasaHHbIE COOBIIEHMA CBS3aHBI C CoBepLIeHHeM Kubeparak
Ha HH(OPMALIOHHbIE PecypChl yueOHBIX 3aBe/IeHUH U 1a/bHeMIIHM HCTI0/Ib30BaHHEM
IePCOHA/IbHBIX JaHHBIX HECOBEPILEeHHOIeTHUX.

3a 12 mecsauer 2024 roga PockomHazgzopom 3auUKcHpoBaHo 127 Cay4daeB
PacrnpocTpaHeHnst 6a3 rnepCoHaIbHbIX JaHHLIX, cozepxaiux 6osee 680 MH. 3anMcel.

3a 12 mecsines 2024 roga na Tepputopun CBepAn0BCKOM 06/1aCTH BO30YXK/IeHO
234 yronoBHLIX Aena 1o NIPECTYIUIEHHAM, MPeAYCMOTPeHHbIM cT. 207 YK PD, nona
CO00L{eHHH, MOCTYMHBLUKX T10 3/IEKTPOHHOM I0UTe, COCTaBUIa Gosee 60 %.

B LjeJisix NPOTHBOeHCTBUSA yrposam COBEpILEeHUS Kubeparak
Ha HMH(OPMALMOHHbIE Pecypchl yueOHbIX 3aBeJieHHit, a TakKe paccblIKaM 3aBegoMo
JIOXKHBIX Co0b1LeHuit 06 akTax Teppopusma, MBI Poccuu paspa6oranb METOAHYECKHe
PEKOMEHJALIMKM O Mepax [10 TOBBILIEHUIO 3alIMIEHHOCTH  MH(pOPMALMOHHOI!
MH(PaCTPYKTYPLI.

Ha ocnoBanun usnoxenHoro, HarpaenAlo Bam  ykasaHHble MeToxuueckue
PEKOMEHJALMK A/l BOSMOXKHOHM — peausalii M MCTIO/b30BAHUS B rporecce
NpoGheCCHOHANBHOM AesITeLHOCTH.

ITpunoxenue: na 3 1. B 1 k3.

3amecturesns MuHucTpa E.M. bupiok

Bragumup IMaBnosnu Uuienko
(343) 312-00-04 (106. 072)

OtmeyaraHo B TMRorpadun «AnrepIIpunT», 3aka3 1553, Tupax 25000



PEKOMEHJALIMU
O Mepax I10 MOBLILIEHHIO 3alHI{eHHOCTH HH(OPMALIMOHHOH HHPPACTPYKTYphI
obpasoBare/bHBIX yupexaeHnii Poccutickoii dezepariiu

AHamu3 cBefieHMH 06 yrposax GesomacHoCTH MH(OpPMaLK, TIPOBOA MBI
B YC/IOBHAX CKNajblBaloleifcs 0OOCTaHOBKH, YKasblBaeT Ha yBeJWUYeHHe uuc/Ia
KOMITBIOTEPHBIX aTak M CBsI3aHHBIX C HUIMH yTeueK MepCoHa/lbHbIX JaHHBIX.

ITpono/mKaroT GpUKCHUPOBATLCS (HaKTbl GOJILIIOrO KOMMYeCTBa (GHIIHHIOBLIX riceM,
MOMBITOK BHE/IPEHHsl BHPYCOB-IUIK(POBA/BIIMKOB Uepe3 IOUTOBbLIE BOKEHMS, a TaKKe
PACCBITOK 3aBe/JOMO JIOXKHbIX Co00MIeHnH 06 akTax TeppopHsMa.

B Lensx npemoTspallieHns peanusanuu yrpo3 Ge30MacHOCTH MH(OpMaLMOHHOH
HH(PACTPYKTYphl 06pa3oBaTe/bHbIX yupexxaeHUH Poccuiickoil ®enepaluu Heobx0qUMO
TPUHATE JOMOIHUTE/IbHBIE MeDbI 3alUThl HH(OPMaLUU:

1. OBecrieunth mpUMeHeHHe CpPeACTB AHTUBMPYCHOW 3alUTHI U aHTHCIIaMa,
d TaKkxe CBOeBpeMeHHOe 0OHOB/IeHHe UX 0a3 JaHHBIX.

2. Hactpouts B CpefcTBaxX aHTUBHUPYCHOH 3alUTHI, aHTHCIaMa
(IIPH Ha/IMuKK) IPOBEPKY BCeX TMOCTYNAIOUIMX Ha eKTPOHHYIO TI0UTY BJIOXKEHHI,
3. IpouHdopmuposars N0/1b30Bare/iei MH(OPMaLMOHHOM CHCTeMBI

0 HeOOGXOANMOCTH 6e30rMacHO paboTkI € 37EKTPOHHOM TIOUTOM, a UMEHHO:

- BHUMaTe/IbHO NPOBEPATL a[ipeC OTHPABUTe/IsA, AaXe B CIyyae COBIAZeHHs UMEHU
C Y>K€ U3BEeCTHBIM KOHTAKTOM;

- He OTKPBIBaTb MMMCbMa OT HEM3BECTHBIX aipeCcaToB;

- TIPOBEPATE THUCBbMA, B KOTOPBIX COAEPXKAarcs NpU3bIBBI K JiefiCcTBUAM (Hanpumep,
«OTKpOH», «IpOUMTaN», «O3HAKOMBCS»), @ TaKkKe C TeMaMH IO ¢uHaHChl, GaHKu,
reoroNMTHYeCKyH0 06CTaHOBKY HITH YIPO3EI;

- He TepeXOAUTL IO CCBUIKAaM, KOTOpbIE COAEPXKATCs B 3MEKTPOHHLIX MHUCHMaX,
0CODEHHO €C/IM OHH J/IMHHBIE WK Ha0GOpOT, HCIIOBL3YIOT CepPBHChI COKpAllleHUs] CChIIOK
(bit.ly, tinyurl.comu T. 1.);

- He Ha)XUMaTb Ha CChUIKU U3 IMUChMa, eC/IM OHU 3aMeHeHbl Ha CJIOBa;

- [IPOBEPAThL CChIIKY, [a)ke eC/d NMUCbMO TOJyYeHO OT JPYroro Mo/b30BaTesist
“H(OPMalLMOHHOM CUCTEMBI;

- He OTKDBIBATb BJIOXKEHHS, OCOGEHHO €C/IM B HHUX COHAEPXKaTCA [OKYMEHTHI

C MaKpoCamu, apXMBBI C NIapOJIIMH, a Takxke (aiinnl ¢ pacumpenusimu RTF, LNK, CHM,
VHD;



-He IIepeXOAWTb TI0 CCbIIKAM M He CKauuBaTh (aiisiel, copepalluecs
BO BXOJMLIMX TOYTOBBIX COOOLIEHUSIX, €CIM CPe[CTBaMHM AHTHBUPYCHON 3aLHUThHI
B yKa3aHHBIX BIIOXKEHUSAX 0GHapy>KeHo BpeJJOHOCHOe MPOrpaMMHoe oBecrieuenue;

- BHUMATe/IbHO OTHOCHTBCS K IMChbMaM Ha HMHOCTPAaHHOM f3bIKe, C OOJBILIHM
KO/IMYeCTBOM Io/1yuaTesied U opdorpaduue CKUMH OIIKXOKaMU;

- B C/Ty4ae TOSIBJIeHUS] COMHEHHi, HalpaB/sSTh MOJYUYEHHOe MTUCbMO KaK BIIOYKEHUe
a/[IMUHUCTPATOPy HHGOPMAL[MOHHOHR CUCTEMBI.

4. AKTMBUPOBATb (10 BO3MOXXHOCTH) MeXaHH3MbI [POBEPKH 3NEKTPOHHOI MOUTHI,
IPOBEPKKM  TIOJIMHHOCTA [OMEeHa-0TIpaBUTe/Is (HalpUMep, UCIIONb30BaTh TeXHOJIOIMH
DKIM, DMARC, SPF), a Takke HacTpOHTb NIDOBEPKY  BXOAAIUUX  ITHCEM
C UCMO/Ib30BAHUEM 3TUX TEXHOIOTUH.

5. 3abnokupoBars (mipu BO3MOXXHOCTH) noJjiyueHue T0JIb30BaTe s
MH(POPMALHMOHHOM CHCTEMBI B 3/IeKTPOHHBIX MHCHMaX BIOMKEHUIl ¢ paciuupenusMu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3ab10KMpPOBaTh JOCTABKY MMUCEM OT 3apy6eKHBIX JIOMEHOB-OTIIPaBUTEIeH.

7. Obecrieunts  perynsipHoe  oGHOBJIEHWE — MCTIONB3YeMOro IIPOrPaMMHOTO
obecriedenus, B TOM YHCIle Ha CeTeBbIX YCTPOHCTBAX (MapipyTH3aTOpaX, KOMMYyTaTopax).

8. ObecrieunTs MCII0/Ib30BaHKe yCTOMUHUBBIX JUVTMHHBIX naposei
AZAMUHUCTPATUBHBIX YUETHBIX 3alMCcel.

Ilpu mocryn/ieHuy Ha afipec 3MEKTPOHHON NOYTH! 3dBEAOMO JIOKHOIO coobuieHus
00 akTe TeppopHU3Ma HEOBXOAUMO TIPUHSATH CeAYIOLIHE MepE:

1. IocTynusuiee coobiyennie 06 akTe TeppopuaMa He YAa/siTh.

2. OcymiecTBUTE  KOMMPOBaHWE TeKCTa coobleHHs 06  akre Teppopu3Ma
B Bi/le CHUMKOB 3KDaHa yCTPOHCTBA (CKPUHLIOTOB /60 HOTOM306paKeHUi, MOAyUeHHbIX
NOCpeACTBOM LU(PoBOK GoToduKcalun).

2.1. Ha ckpunmorax (poTousobpaxeHusx) A0/DKHA OTOBPaKaThCs ClefyHoLas
uH(opMmaLus 06 obLeKre:

- Ha3BaHWe TeMbl MHCbMa (B TOM UHC/Ie eCNU TUCBMO He UMeeT Ha3BaHUS:
«<be3 TeMbI>»);

- a/pec  2NeKTPOHHOW  [MOUThl  OTNpaBUTeNss  MUCbMA,  3aMKCUPOBAHHBLIM
B Ipape, 0603HaUEHHON PEKBU3UTOM «OT:»;

- Adara ¥ Bpems OTIIpaBJ/ICEHHS ITHCbMA,



- TeKCT NHUCbMa (BK/IKOYasl IMOANMCH K Hemy, Hanpumep: «C yBaxeHueM, MBau
MBaHoB»), KOTOPBIH MOXeT COJep KaThCsl HeNOCPeACTBEHHO B MUCbMe W/WJIHU BO BJIOXKEHUH
K HeEMY B BH/le TpUKperieHHoro (aiina.

2.2. 3aukcupoBaTh Ha CKpUHILIOTe/(HOTOU300paXKeHUH Haluuhe B  IHChME
B/IOXKEHUS, & TAKXKe TNMPU OTKPBITUHU ero 3a)MKCHUPOBaTh aHaJOCHYHBIM CrIoCOOOM TEKCT,
KOTOPBIA OHO COZIePIXKUT.

3. Ick/mounTh  KOMHMpOBaHMe TeKcTa cooluijeHuss o6  akTe  Teppopu3Ma
(ckpuHLIOTBI/(hoTOU306paXkeH s ) HeHaJjieXxalyero KauyecTBa, 06y c/10B/IEHHOTO
HeOpeXXHbIM KOMTMPOBaHHeM, (GoTorpaMpoBaHHEM TEKCTOB.

4. 1lpy HEeBO3MOXXHOCTH (uKcauuu coobujeHui o0 akTe Teppoph3Ma B BHJE
CKPHHLIOTOB/QOTONM300pakeHUH OCYLeCTBUTb MX (UKCALUI0 TOCPeACTBOM (YHKLUIH
KOMMUPOBaHUs U BCTABKM B JIOKyMeHT Word (C coxpaHeHHeM YKasaHHOH WHGopMaluu
06 obnekre).

5. O mocrynuBLieM coobleHuy 06 akTe TeppopuU3Ma He3ameIMTeNbHO COOBILUTE
Mo eJMHOMY HOMEpPY BbI30Ba 3KCTPEHHBIX OMePaTUBHBIX CIYXO «112» nubo B O/kaluivi
OpraH BHYTPeHHUX JeJl.

MB/] Poccuu



